
Beware	of	Fraudulent	Bank	Change	Requests
At	Endeavor,	your	privacy	and	security	is	important.	We	want	to	remind	our	customers	to	be	vigilant	and	skeptical	in	their	interactions
regarding	payment	of	invoices.	We	want	to	alert	you	that	scammers	may	misappropriate	and	use	our	company’s	logo	and	email
signatures	of	our	employees	to	give	the	appearance	of	us	requesting	a	change	in	bank	information	in	an	effort	to	steal	from	victims.

Endeavor	Business	Media	will	never	request	to	change	our	bank	information	via	email.	In	the	event	Endeavor	changes	banking
information,	we	will	include	the	updated	bank	information	on	your	invoice	with	a	note	in	large,	bold,	highlighted	font	or	call	you	directly
to	make	any	updates.	You	may	call	(920)	221-1777	to	verify	any	request	for	payment	method	changes.

The	individuals	who	perpetrate	frauds	of	this	type	are	continuously	changing	and	evolving	their	methods	and	tactics,	and	while	we
cannot	predict	all	the	ways	scammers	might	operate	or	engage	their	victims	in	the	future,	one	of	the	most	important	defenses	is
healthy	skepticism.	Don't	hesitate	to	reach	out	to	one	of	our	published	phone	numbers	or	verified	company	emails	such	as
accountsreceivable@endeavorb2b.com	to	discuss	questions	or	verify	any	request	you	may	receive.

What	You	Can	Do
If	you	believe	you	have	been	the	victim	of	a	fraud	scam,	you	can	file	an	incident	report	at	http://www.cybercrime.gov

Call	the	Federal	Trade	Commission	at	1-877-FTC-HELP	(1-877-382-4357)	or	file	a	complaint	with	the	FTC	online	at
https://www.ftccomplaintassistant.gov

File	a	complaint	with	the	Federal	Bureau	of	Investigation	at	https://ic3.gov

Contact	your	local	police	to	report	the	fraud

Contact	your	bank	or	credit	card	company	to	close	your	account	and	dispute	any	charges	related	to	the	fraud	charges
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